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Terrorist Interdiction Program Description

The effort to deter terrorism, and particularly prevent terrorist attacks on American soil, requires
working with our global friends and allies to establish means to prevent the unrestricted movement
of persons involved in terrorist activities. The Terrorist Interdiction Program (TIP) significantly
contributes to this cause by serving to bolster the border security of countries at a high-risk of
terrorist transit. Terrorists take advantage of nations with little or no effective capability to
identify or track their passage, or otherwise restrict their freedom of movement. TIP is designed to
counter this threat by serving as a foundation for increased counterterrorism cooperation and
providing the means for participating nations to disrupt terrorist activities.

TIP provides selected countries with a computerized system that allows border control officials to
quickly identify suspect persons attempting to enter or leave the country through air, land and sea
ports of entry. TIP also provides selected countries with the means to collect, compare and
analyze traveler information and contribute to the global effort to understand terrorist methods and
track their movements. By assisting countries to better control their borders TIP enhances the
security of Americans both at home and abroad.

TIP is a joint program that installs and maintains the Personal Identification Secure Comparison
and Evaluation System (PISCES) at selected points of entry in a participating country. PISCES
provides a high-speed secure connection from the participating country’s central data base of
suspect persons to air, land and sea points of entry where the system is installed. PISCES enables
border officials to quickly input traveler information contained in passports or other official
documents to the database and obtain nearly instantaneous feedback on the traveler’s status with
respect to the government’s listing of terror suspects. In addition to installing PISCES equipment
at points of entry, and government headquarters facilities of the nation’s choosing, TIP provides
comprehensive training in PISCES operation and maintenance, as well as assistance with
optimizing its employment in the country’s border control and immigration program.

There are presently 60 countries identified through a USG interagency process as potential
recipients of TIP. These countries were selected based on known terrorist activity or terrorist
transit, a need for the capability that PISCES provides, and the political will to participate with the
United States in this program. While the initial installation of PISCES may only be at the
participating nation’s international airport(s), it is a goal of TIP to install the system at all
significant air, land and sea points of entry.

In FY 2005, the Department plans to conduct approximately 15 phased installations of PISCES in
countries on the interagency tier list for TIP. Some of these installations may represent the initial
increment of TIP in a particular country, while others would involve expansion of the number of
sites where PISCES is operating in a country. The size, complexity and scope of these
installations will vary according to the unique requirements and desires of the participating nation,
as well existing priorities in response to the changing nature of the terrorist threat. The goal
remains to install TIP as quickly and comprehensively as resources and circumstances permit.
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THE TERRORIST INTERDICTION PROGRAM
NADR Account

Background

The Terrorist Interdiction Program (TIP) is the Coordinator for Counterterrorism’s
(S/CT) response to the increasing ability of terrorists to cross international boundaries to
stage terrorist attacks and escape undetected. TIP limits terrorists’ capabilities to move
freely amongst countries by assisting host countries in securing their borders. The
program has three parts:

o Installing the Personal Identification Secure Comparison and Evaluation
System (PISCES);

o Training immigration and customs officials to use PISCES; and

o Development, sustainment and management of the system.

PISCES is a database that provides border control officials with information that
allows them to identify and detain or track individuals of interest. The system provides a
high-speed, secure connection from a country’s centralized data bank of suspects, located
in the country’s intelligence bureau, to points of entry where PISCES is installed. This
allows border control officials to check passports quickly and accurately for the purpose
of identifying terrorist suspects. Officials can also use PISCES to quickly retrieve
information on persons who may be trying to hastily depart the country after a terrorist
incident. Furthermore, TIP will train these border control officials to use PISCES to
collect, compare and analyze data that can be utilized to arrest and investigate suspects.

S/CT selects countries to participate based on the countries’ volume of travel and
use as a transit point, available intelligence information, and political will to cooperate.
S/CT plans to add five countries per year over the next six years. This will require a
significant increase in funding given the need to increase the number of installations per
country (approximately $800k per “node”). Addressing multiple transit points within a
country is essential to ensure TIP’s maximum effectiveness, especially in countries at
higher risk for transit of suspected individuals. Additionally, the program’s success
requires appropriate funding for the sustainment, system development and regional
program management for the long-term.

Since September 11 and the addition of the Frontline States, we now have
identified 57 countries as potential recipients of TIP. Our initial baseline goal was to
install TIP in one to two airports in up to five countries annually -- a schedule that would
take at least 12 years to complete at the current annual funding level. Supplemental is
thus needed to ramp up installation of PISCES in multiple points of entry in a range of
new countries as well as augment the number of nodes for some countries already in the

TIP program.
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Use of Funding

FY 2000

The Secretary allocated $1.25 million in FY 2000 for the TIP. S/CT, in
conjunction with the interagency counterterrorism community, selected Pakistan for the
TIP pilot project. Approximately $1 million was used to develop the PISCES software
for Pakistan. The remaining $250,000 was provided to INTERPOL to upgrade the
INTERPOL NCB in Islamabad, Pakistan.

FY 2001

The Secretary allocated $4 million in FY 2001 for the TIP. The Department will
use approximately $1.5 million to install PISCES in the Karachi, Pakistan International
Airport with associated links to key government ministries and agencies. More
specifically, the funding will be used to install the infrastructure necessary to support
PISCES and establish connectivity between arrival and departure lounges in the Karachi
International Airport, the Federal Investigative Agency (FIA) in Karachi and Islamabad,
the Intelligence Bureau (IB) in Karachi and Islamabad, the National Database and
Registration Authority (NADRA) in Islamabad, and the Islamabad International Airport.
This funding will also purchase the hardware and software necessary for installation and

train border control officials to use PISCES.

The Department will use the remaining $2.5 million for programs in the United
Arab Emirates (UAE), Yemen, Kenya, and South Africa. Approximately $2,355,000 will
be used for site assessments, contractor support, the purchase of hardware and software,
training for border control officials, and the installation of PISCES in the UAE, Yemen,
and Kenya (approximately $785,000 for each country). The Department also plans to use
up to $145,000 for site assessments and contractor support in South Africa.

In addition, TIP supported the upgrade of INTERPOL’s communications system
to transmit fingerprints, photos, and other graphics on a near-real time basis to and from a
participating country’s INTERPOL National Central Bureau (NCB) to other points on the
INTERPOL network. Information from the NCB can then be entered into PISCES
databases. This support will continue as required by the region.

FY 2002

The President’s budget requested $4 million in FY 2002 for the TIP. Of this,
approximately $640,000 will be used to complete installation of PISCES in South Africa
and train border control officials to use PISCES. The remaining funding will be used to
conduct site assessments, install the TIP, and train host country border control officials in
the next priority countries. Prior to the terrorist attacks on 11 September 2001, we
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planned to install TIP in Nigeria, the Philippines, Thailand, Bosnia, and Turkey. Asa
result of those attacks, the order of priority countries is shifting. FY 2002 program funds
will be targeted towards countries identified as priorities based on more recent
assessments of intelligence, strategic importance to the global counterterrorism campaign,
and political will.

FY 2002 ERF Supplemental

Beyond the planned FY 2002 program, $4 million in supplemental funds will be
used to accelerate and broaden implementation of TIP assets in priority countries. The
benefits of TIP — giving states improved capability to interdict and prevent the transit of
terrorist suspects — is a critical component of the global effort to fight terrorism.

Supplemental funds will enable the Department to provide TIP to countries that
have moved up on the priority list. Greece, for example, is a higher priority country due
to the 2004 Olympics and its requirement for a strong border security system. Funds will
also be needed to meet unforeseen requirements, such as a program in Indonesia, which
the President offered to President Megawati Sukarnoputri in September 2001.

FY 2002 SupplementalThe introduction of many new countries identified for the

TIP program and the increase in per-country requirements (more nodes per country plus
sustainment) leaves a sizeable funding shortfall to meet the President’s war on terrorism.
Supplemental funding of $18 million is requested to meet near-term program
requirements. The current funding plan (illustrated below) applies the FY 2002 annual
and ERF supplemental funding to help fulfill these requirements, and reflects the need for
FY 2002 emergency supplemental funding:

Afghanistan  $2.5M
Pakistan $3.25M

India $3.25M
Yemen $1.5M
Mexico $2.5M
Greece $1.5M
Kenya $1.5M

Indonesia $1.5M
Philippines ~ $1.5M
S. Africa $1.5M
Tanzania $1.5M
Jordan $1.5M
UAE $.5M

Malaysia $1.5M

Singapore $1.5M
Total $27M
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We believe investment in TIP provides a significant diplomatic engagement tool
as well as a tactical intelligence measure that will help tighten the noose at key terrorist
transit points world-wide. By assisting countries in securing their borders, TIP enhances
the security of Americans who live and travel abroad. The program acts as both an entre’
for USG diplomatic engagement with an host nation and acts as a clear indicator of its

willingness to support the global campaign against terrorism.






