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The reason for this strict adherence to civil liberties lies in the regime of oversight, legal
imitations and self-regulation that governs our investigative activities within the U S. This regime
Is comprehensive, and it has many facets, including the following.

Statutory Limitations:

The following statutes, among others, help to guarantee that the Bureau’s operations remain
clearly within the bounds of the Constitution and of propriety.

.

L2 * The Foreign Intelligence Surveillance Act of 1978—This law established a process
for obtaining judicial approvat of electronic survelliance and physical searches for the
: purpose of collecting foreign intelligence information.

* The Whistleblower Protection Acts of 1989 and 1998—These laws protect
whistleblowers from retaliation

* The Freedom of Information Act of 1966—This law provides the public with effective
access to all FBI documents not covered by a specific statutory exemption.

*® The Privacy Act of 1974—This law forbids the FBI and other federal agencies from
collecting information about how individuals exercise their First Amendment rights,

+ unless that collection 1s expressly authorized by statute or by the individual, or 1s

; pertinent to and within the scope of an authorized law enforcement activity.
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Oversight Mechanisms:
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» Congressional Oversight—Committees of the U.S. Congress, primarily the House
and Senate Judiciary, Intelligence, Appropriations, and Government
Reform/Governmental Affairs Committees, have broad oversight authority over the
FBI. These committees — along with others — exercise regular, vigorous oversight
into all aspects of the FBI's operations. This oversight has significantly increased in
breadth and intensity since the 1970’s, and it provides important additional assurance
that the FBI conducts its investigations in accordance with the taw and the Constitution.

« Counterintelligence Oversight—The FBI's counterintelligence operations are subject
to significant outside oversight beyond that conducted by Congress. DOJ’s Office of
Inteligence Policy and Review, which was established in 1981 as required by Executive
Order 12333, monitors inteligence and counterintelligence investigations conducted
by U.S intelligence agencies and provides Congress a series of semi-annual reports
on various aspects of the FBI's counterintelligence operations. The FBI also is subject
to oversight by the Intelligence Oversight Board Established in 1993, the Intelligence
Oversight Board 1s comprised of four members appointed from the membership of
the President's Foreign Intelligence Advisory Board. Among its other responsibilities,
the Intelligence Oversight Board reviews all violations of national secunity law, Executive
Order or Presidential Decision Directive by the FBI and the other intelligence agencies,
and issues reports thereon to the President and the Attorney General
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Self-Regulation and Enforcement:

» Attorney General’s Crimes Guidelines—The Attorney General's Guidelines on
General Crimes, Racketeering Enterprise and Terrorism Enterprise Investigations
(General Crnimes Guidelines) have been in effect, in one form or another, since the
mid-1970’s. These Guidelines govern all investigations by the FBI of crmes and
crime-related activities. They set forth the standards and requirements under which
an investigation may be initiated, and they define the permissible scope. duration,
subject matters, and objectives of an FBI cniminal investigation. They are designed
to provide Special Agents with a framework that maintains the proper balance between
the public's need for effective law enforcement and terronsm prevention, on the one
hand, and the preservation of individual nghts and liberties, on the other Among the
provisions that specifically serve to protect individual rights are the following 1) the
prohibition against initiating investigations directed solely at the exercise of First
Amendment nghts or other constitutionally protected activity; and 2) the requirement
that agents consider using the least intrusive method necessary to achieve their
investigative goals In short, the Guidelines translate the Department’s respect for
individual nghts and liberties into practical policy, and thereby prevent investigative
abuses

Attorney General’s National Security/Foreign Intelligence Guidelines—The
Attorney General’'s Guidelines for FBI National Secunty Investigations and Foreign
Intelligence Collection (National Secunty Guidelines) were first issued in 1976, and
recently updated in October 2003. These classified guidelines govern the manner
in which the FBI conducts 1ts counterinteliigence investigations — those investigations
that focus on protecting the U S from external threats. The National Security Guidelines,
like the domestic General Crimes Guidelines, were designed to maintain the proper .
balance between the public’s need for effective counterinteligence and the imperative
to respect and protect individual nghts. The National Security Guidelines contain a
number of provisions designed to ensure that individual nghts and liberties will be
protected, such as the prohibition on investigations of First Amendment activities and
the rule that a U.S. person may be the subject of a counterinteiligence investigation
only if circumstances indicate that he or she might be acting for or an behalf of a
foreign power.

» Internal Enforcement—The FBI's Office of Professional Responsibility and the DOJ’s
Office of the Inspector General investigate allegations of misconduct.

* Internal Safeguards—Interral safeguards include the Privacy Council, which reviews
the plans of any record system that is proposed within the FBI for comphance with
the Privacy Act and related privacy policies, and the Criminal Undercover Operations
Review Committee, which 1s comprised of senior DOJ and FB officials and reviews
all proposed undercover operations that involve sensitive circumstances. There also
is a Criminal Informant Review Committee, comprised of sentor FBI and DOJ officials,
which provides oversight over several categories of human sources, such as high-
level cnminal informants and long-term sources
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* Training—The Bureau's training program emphasizes respect for the constitutional
nghts and dignity of individuals. Agents receive extensive Instruction on constitutional
law and criminal procedure, and all new agents visit the Holocaust Museum to learn
the consequences of government oppression and persecution Then, throughout their
careers, agents receive quarterly training from the Chief Division Counsel in each field
office to keep them up to speed on the latest guidelines, changes to laws and
regulations, and judicial decisions related to constitutional rights and liberties.

This comprehensive infrastructure of legal limitations, oversight and self-regulation effectively
ensures that the Bureau’s operations always are carried out within Constitutional and statutory
parameters.

A number of outside entities and individuals have studied our operations since September
11, 2001, and have found no indication that we have conducted them with less than full regard
for civil liberties. The DOJ’s Inspector General, for example, has issued three semi-annual reports,
indicating that his office had received no complaints for each six month period alleging misconduct
by DOJ employees related to their use of a substantive provision in the USA PATRIOT Act.

At an October 21, 2003, hearing of the Senate Committee on the Judiciary regarding the
use of USA PATRIOT Act authorities, one senator said that "the tide of criticism" being directed
against the USA PATRIOT Act "is both misinformed and overblown,” and that the Justice Department
has "done a pretty good job in terms of implementing” the law's provisions. Another senator said,
‘I have never had a single abuse of the Patriot Act reported to me. My staff e-mailed the ACLU
and asked them for instances of actual abuses. They e-mailed back and said they had none.”

Similarly, the General Accounting Office (GAO) examined our implementation of the new
Attorney General Guidelines. In its June 18, 2003, report on FBI Reorganization, the GAO found
that there were no reported allegations that appeared to involve noncompliance with or abuse of
the new investigative authorities granted under the Guidelines.

We take great pride in our record of protecting both civil liberties and national security since
September 11, 2001. Itis a testament to the vitality of the existing regime of constitutional, legal
and regulatory protections and to the commitment of individual Bureau employees to the protection
of individual rights.
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CONCLUSION

The September 11, 2001, attacks awakened all of us to the deadly threat of modern
terrorism and to the need for bold action. We in the FBI have undertaken that bold action
over the past 31 months. While there 1s still much work to be done, we have made
significant progress with the reform efforts described in the foregoing report. With these
efforts, and with the unwavering support of the American people, we are confident that
we will prevail in our war against terrorism.

Director’s Note

The transformation described above
has been a tremendous effort, and the
dedicated men and women of the FBI
deserve great credit for
the progress we have made.

FBI personnel have consistently
sacrificed and placed duty over
self-interest as they have embraced
the Bureau’s new mission and adapted
to the necessary changes.
Their professionalism has made this
transformation possible.

I cannot thank them enough.
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