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3. How many intelligence analysts are employed as non-managerial GS-15 personnel?

Response:

The FBI has many 0132 personnel at the GS-15 level, but they are currently all in
managenal positions. The FBI is exploring mechanisms to establish non-
supervisory GS-15 analyst positions.

4. Can Special Agents in field offices be unwillingly reassigned from national security to
criminal work at the behest of the local Special Agent-in-Charge?

Response:

FBI Special Agents in Field Offices are assigned based on the FBI’s prionties, the
threat environment in the Field Office's territory, and the knowledge, skills, and
abilities of the Special Agents available. SACs have the latitude to make
assignments in the Field Office according to the needs of the FBL

5. Are Career Boards now structured in such a mancer (having clearances and a "need to
know") that allow them to review fully a Special Agent's of intelligence analyst's work
products for promotion consideration?

Response:

New promotion procedures were established for all FBI 0132 Intelligence
Analysts in December 2003 These procedures establish promotion boards to
review an analyst's work products and demonstrated skills to determine if a
promotion 1s merited.

All career board members have the necessary clearances to review an employee's
work product. The established procedures include a provision to allow promotion
assessment by a different means 1f an employee's work products are extremely
sensitive and review by promotion board members would be inappropnate.

The Special Agent career boards are able to review all necessary information in
considerning promotions

6. Specifically, what new training initiatives have been implemented and are in place that
enhance new and experienced FBI employee training on intelligence matters?

Response:

Please see the response to question 12 in the "Analysis and Intelligence Cycle"
section
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7. Do Special Agents train jointly with CIA Directorate of Operations Intelligence Officers
regarding intelligence asset recruitment methodologies? If not, why?

Response:

FBI Special Agents do not tramn jointly with CIA Directorate of Operations
Intelligence Officers regarding intelligence asset methodologies because of the
difference in the two agencies' missions the FBI mission incorporates law
enforcement, whereas the CIA focuses only on intelligence. The FBI is working
with our partners in the USIC to develop a training curriculum that focuses on the
skills and knowledge needed by the FBI's Special Agents in this area.

8. How and to what extent has the FBI's College of Analytic Studies drawn on the
experiences of other U.S. Intelligence Community analytical training groups, such as the
CIA's Sherman Kent School, and the Joint Military Intelligence College?

Response:

As aresult of the funding appropriated by Congress specifically to support FBI
Intelligence Analysis Training, a number of fundamental intelligence analysis
traming modules that are now used wathin the USIC will be adopted for use in FBI
analyst tramning. The FBI's strategy includes the use of experienced contractors to
help identify relevant courses, subject matter experts to provide training, and a
"train the trainer” approach to help build a cadre of effective Intelligence analysis
mstructors within the FBI.

The CAS has drawn pnimarily on the expertise of three USIC training and
development orgamizations as it revises and enhances its analytic training.

Sherman Kent School. College representatives initiated meetings with Instructors
from the Sherman Kent School (SKS) in the Spring of 2002. After numerous
meetings and discussions, instructors from the SKS developed two weeks of
training for inclusion 1 the FBI's six-week BIA course Further, under the
auspices of the College, numerous SKS courses were delivered to FBI analysts
both at the Agency's facility in Lake Fairfax, Virginia, and throughout various FBI
field offices. The College continues a close working relationship with the SKS
and 1s 1n the process of imitiating contract procedures to obtain the services of
various contractors onginally hired by the SKS to deliver similar training to FBI
analysts.

Defense Intelligence Agency College representatives enjoy a productive working
relationship with the Defense Intelligence Agency (DIA). A comprehensive
practical exercise, onginally created by DIA, is included in the College's six-week
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BIA course In fact, DIA instructors are often used to evaluate FBI analysts'
presentations at the conclusion of the DIA exercise.

Joint Mulitary Intelligence College: Representatives from the College met
extensively with staff from the Joint Military Intelligence College (JMIC) during
the Spring and Summer of 2002 and examined JMIC's curriculum to determine
how 1t could be incorporated into FBI analyst traimng Both parties agreed that
the best vehicle for taking advantage of the JMIC's expertise would be the
establishment of a "scholarship” program whereby the FBI would send analysts to
JMIC to obtamn a Master of Science degree in Strategic Analysis. The FBI
initiated such a program during FY 2003

9. By what performance criteria is the FBI assessing the outcomes of its new training
initiatives? Have any studies been conducted? If so, what are the results?

Response:

As indicated 1n earlier responses, intelligence analysts’ basic and advanced
traiung courses are being revised and improved In the current basic intelligence
training module, students are afforded an opportunity to complete Level 1
evaluations, 1.e., how they reacted to the instruction. The evaluation results have
revealed consistent student satisfaction with the training they recerved

Level 2 evaluations, i.e., learning 1mpact as a result of the tramning, are pnimarily
conducted via the practical application of learning through class exercises.
Students participate in numerous group exercises which provide them with
opporturnuties to apply the knowledge they have gained to real world situations.
Thus level of evaluation is also being expanded dunng FY 2004 to include a
comprehensive final exam at the conclusion of the six-week BIA course.

The College has not had an opportunity to apply evaluations at Level 3 (behavior)
or Level 4 (return to FBI) because of the evolution of intelligence analysis
processes within the FBI itself. However, the College anticipates being able to
implement these two levels of evaluation in FY 2005 with the benefit of OI's
CONOPS and supporting policies and procedures and the development of the
expanded basic analyst course (ACES I).

10. The FBI continues to update its information technology in support of its mission.
Numerous General Accounting Office and Department of Justice - Office of Inspector
General studies have critiqued the lack of an overall enterprise architecture for the changes
currently being made. Has the FBI developed an enterprise architecture for integrating the
many ongoing information technology improvement projects in which it is engaged?
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Response:

The FBI realizes the importance of an Enterprise Architecture (EA), and therefore
has established a formal EA program The FBI 1s aware of the criticisms made by
the General Accounting Office (GAQ) and the DOJ Inspector General, and agrees
that appropriate corrective actions must be expedited. An EA policy statement
that provides guidance and direction for the EA program was approved in
September 2003 and is being implemented. In addition, an FBI Enterprise
Architecture Board (EAB) has been formally established, with representation
across the Bureau, to evaluate architecturally significant projects in order to
ensure compliance with standards and the information technology (IT) operating
environment. Architectural reviews have become an integral part of the IT
investment management process, and FBI procedures now require that all projects
with a lifetime budget of over $10 million be approved through the board and
signed by the Chief Information Officer (CIO)

An IT Strategic Plan provides guidance for the EA staff's development of a "To
Be" architecture that enhances the FBI's IT support. The CIO has 1nitiated the
development of a formal EA Staff to address: business/mission, application,
information, infrastructure, and secunty. On March 19, 2004, the FBI awarded a
contract for products that will achieve EA compliance with GAO's "management
maturity level three" in FY2004 and with "maturity level four" in FY2005. The
CIO 1s additionally developing policy that will require solution architects to be

part of the team responsible for the design and development of FBI systems.

11. When will the Trilogy's Virtual Case File (VCF) system be operational?

Response:

The Computer Sciences Corporation completed the replacement of FBI computer
hardware on 4/28/04. The final phase of Tnlogy 1s upgrading of the FBI's case
management software by converting from the ACS system to the VCF format.
The FBI 1s currently working with the Science Applications International
Corporation to determine what needs to be adjusted to meet the Director's
completion deadline of the end of 2004.

12. When the VCF is operational, will investigative/operational squads (consistent with
appropriate security procedures) in the field be able to restrict an analyst's access to
documents developed as a result of ongoing investigation and operation?

Response:
Access controls on VCF-created investigative records are a component of the
secunty model being implemented. These access controls are defined both by the
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user's role and the document level or type (such as grand jury material). Legal
restrictions on access and restrictions imposed by policy will be no greater than
necessary to protect investigative integrity and will be developed with a sensitivity
to the importance of full information in an analyst's efforts to "connect the dots."

13. What is the status of the FBI's electronic connectivity to the rest of the U.S. Intelligence
Community? What information technology initiatives have been implemented to ensure
more timely sharing of intelligence between the FBI and other entities of the U.S.
Intelligence Community?

Response:

The FBI 1s connected to the rest of the USIC at the Top Secret SCI level via the
new SCI Operational Network (SCION) The SCION project was initiated in
September, 2001, and has met all schedule, budget, and performance
requirements. SCION connects to the USIC (Intelink) via the Metropolitan Area
Network and JWICS. SCION 1s the business tool for the FBI’s OI, CT, and CI
Duvisions and has enabled FBIHQ CT and CI personnel to perform their duties
more efficiently and effectively. For example, the FBI uses SCION to contribute
to the President’s Terrorist Threat Reports and IIRs.

SCION 1s currently available to over 1000 users at FBIHQ, and the FBI has
initiated a pilot deployment project in the New York, Boston, and Kansas City
field offices. As funding becomes available, SCION will be made available to all
FBI field offices. Limited access to Intelink 1s available in most field offices
through the FBI's Intelligence Information System Network (IISNET), though this
access 1s accomplished through older and often inadequate workstations located mn
small Sensitive Compartmented Information Facilities (SCIF) that are not
accessible to all Special Agents or analysts. An impediment to field expansion of
Intelink 1s the lack of SCIF space for FIG and JTTF personnel.

Access to the intelligence and homeland security communities at the Secret level
1s provided via the Department of Defense SIPRNET, which provides the
communications backbone to INTELINK-Secret. The FBI has established a small
SIPRNET presence, but requirements for this access are increasing dramatically,
including the need for INTELINK-Secret access at each JTTF, FIG, and Regional
Counterintelligefice Working Group for each assigned Special Agent and analyst.
The FBI's goal is to provide SIPRNET/INTELINK-Secret access through secure
dynamuc virtual private networks to all FBI workstations in the future. The Anti-
Drug Network rides the SIPRNET communications backbone and provides
terminals and access as a vehicle for the domestic exchange of intelligence on
anti-drug efforts.
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For the transmussion of official information to other agencies, the FBI has just
implemented its new FBI Automated Messaging System (FAMS), which is based
on the Defense Messaging System (DMS) and will provide wnter-to-reader secure
e-mail to both internal and external users The FBI is the first civilian agency to
operate the classified DMS FAMS will permit on-line message creation, review,
and search capabilities to everyone connected to FBINET. FAMS gives the FBI
the capability of sending and receiving to any of the 40,000+ DMS and
AUTODIN addresses. A TS/SCI version of FAMS 1s currently being tested and
will provide the same capability to everyone on SCION or IISNET. Within the
government, DMS will replace AUTODIN and a diverse array of e-mail systems
currently 1n use throughout the Department of Defense and the USIC. In its final
form, DMS will become the government's global secure e-mail system, providing
certified interoperability for over 2 mullion civilian and military users and
permitting multi-media attachments to messages and provide end-to-end security.

The FBI 1s just beginning to implement data mart programs as part of the
Intelligence Community System for Information Sharing (ICSIS), and the first FBI
TS/SCIIC Data Mart (ICDM) 1s currently in development. The FBI will apply
new security technology to deploy a Protection Level 3 Data Mart capability with
discretionary access controls and Public Key Infrastructure certificates 1n support
of closed Commumities of Interest, which will permit secure sharing of our most
sensitive data with trusted members of other agencies. Current FBI intelligence
products (intelligence bulletins and raw IIRs) are being published on FBI web
sites connected to SIPRNET and JWICS The FBI does not yet publish metadata
with these products, but we are in the process of meeting this requirement. The
FBI 1s also working with DOJ on interfaces between ICSIS and the Law
Enforcement Information Sharing initiative, and with the FBI's Criminal Justice
Information Services Division to increase the shanng of intelligence related
information with state and Jocal officials.

The FBI is also investigating the use of secure one-way transfers to move
information between security domains and to permit all-source intelligence
analysis, and the use of next-generation, community High Assurance Guards is
being planned to provide for the two-way transfer on critical intelligence between
secunity domains Secure wireless connectivity and Virtual Pnivate Networks are
also being considered to improve access to intelligence by deployed personnel.
The FBI 1s also starting to use on-lne, desktop collaboration tools such as Info
Work Space, which 1s the foundation for the Intelligence Communty
Collaboration Portal to increase intelligence collaboration.
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